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Abstract. With the ubiquity of WiFi-enabled devices, WiFi Channel
State Information (CSI) based sensing of the physical environment has
been researched broadly, and for network management and monitoring,
advanced measures for Network Traffic Classification (NTC) have been
called. This paper proposes a novel CSI-based NTC model using off-theshelf WiFi sensing tools. We conducted experiments in both controlled
environment and real-world environment. Experiment results have shown
that the frequency-selective CSI signatures can be used to distinguish
four common NTC classes: ping, music streaming, buffered video streaming, and live video streaming. CSI features for NTC include the number of
prominent CSI amplitude bins, locations of bins and relevant prominence
of bins on the amplitude histogram over time for different subcarriers. We
conclude with a clear WiFi sensing-based distinction of different network
types where it is observed that ping and music streaming have similarities in their features, while buffered and live video streaming resemble
each other in their CSI amplitude features.
Keywords: Classification · Network Traffic · Frequency Selectiveness ·
Probability Mass Function · Hardware Experiments
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Introduction

With the recent development of Internet of Things (IoT) [4], and the need for
network monitoring and management [7], ubiquitous commodity devices with
WiFi capability provide an opportunity for target monitoring and network management. Additionally, a lot of attention has been given to the Channel State
Information (CSI) based WiFi sensing applications such as human/target detection and classification. The passivity of CSI-based WiFi sensing provides an
unobtrusive, low-cost method compared with other dedicated sensor-based methods which might be controversial in terms of user privacy. On the other hand,
Network Traffic Classification (NTC) has been the focus for privacy and network
management purposes. By employing effective and robust NTC techniques, it is
possible to optimise the network management as well as detecting potentially
hostile intruders.
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Therefore, in this paper, we present a novel possibility for NTC employing
CSI-based WiFi sensing techniques using off-the-shelf low-cost devices, providing
a unique insight into this matter.
1.1

Literature Survey

NTC aims to distinguish the network traffic by protocol (HTTP, DNS, NTP
etc.), application (gaming, video streaming etc.), and other classes for network
monitoring and Quality of Service (QoS) purposes. Packet-header features, such
as source and destination ports, packet size are also used with combined Convolutional Neural Network (CNN) and Recurrent Neural Network (RNN) for NTC
in [6]. To examine the potential of NTC without predefined classes, autoencoder
with time interval based feature vector to classify network traffic without relying
on predefined classes, achieving about 80% precision in [5]. Also, the application
of NTC in malware traffic detection is examined in [9] using CNN with automatic
feature learning from the packet layer.
On a different path, some WiFi sensing techniques, especially WiFi CSI signatures, have been utilised for detection and classification applications for targets
in physical environments. [11] uses temporal and spatial domain CSI signature
with CNN achieving an average above 90% accuracy for vehicle classification. [1]
applies Moving Variance Segmentation (MVS) to CSI signatures for human motion classification in different environments, namely flat floor and staircase. [12]
identifies persons with their walking CSI signature with 80% to 92% accuracies.
Additionally, [13] firstly demonstrates that CSI can be used to infer the text
and pattern-based mobile phone password with up to 92% of accuracy, and then
shows that with channel interference as protection the password inference drops
to as low as 22%.
1.2

Motivation and Scope

In the previous studies utilising CSI-based WiFi sensing, the main focus is to
identify changes in the physical environment. To our best knowledge, no research
has been done to examine the impact of the network traffic content on the generated CSI signatures. Traditional network traffic classification relies on packet
capturing, analysis and modelling to differentiate data traffics to classes such
as text, multimedia streaming or online gaming. This motivates our research
to bridge the gap to utilise WiFi-based sensing with CSI signatures for data
type classification, with the goal to provide a better understanding into CSI
and improved performance for traffic type classification. Our research echoes
the rising demand for security and privacy [4], in the era of IoT and wireless
communications, and could be extended to the relevant fields.
1.3

Contribution

This research makes the following contributions:
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1. we have proposed a novel framework exploiting WiFi sensing-based CSI signatures for network traffic classification;
2. the experiments are conducted in both controlled and real-world environments to qualify the distinguishing features empirically using off-the-shelf
devices with the latest customised firmware;
3. we propose a novel statistical analysis tool for examining CSI amplitude and
identify the prominent distinguishing features for CSI amplitudes of different
cases;
4. this research has provided non-trivial insights from a unique perspective of
network traffic into understanding the determining factors of CSI signature.
The following of this paper is organised as follows: Section 2 describes the
CSI-based NTC framework and method; Section 3 introduces the experiment
environment and hardware/software setup; Section 4 presents the results and
Section 5 concludes the results and makes remarks about potential improvements
and extensions of this study.

2

Proposed Framework

This section presents the foundations of CSI-based WiFi sensing, Network Traffic
Classification (NTC), the theoretical foundation of our study, and the objective
of this study.
2.1

CSI-based WiFi Sensing

In the IEEE 802.11n/ac/ax standards, CSI is measured from the WiFI PHY layer
using the Orthogonal Frequency Division Multiplexing (OFDM), which enables
the frame-by-frame measurement of the frequency response of a channel [2].
Generally, CSI-based WiFi sensing involves the following:
1. collect CSI with supported hardware;
2. CSI outlier removal and noise filtering;
3. using CSI pattern/established machine learning models for environment sensing.
Specifically, CSI samples are calculated by using the change in the preamble of
each wireless frame received by the receiver from the transmitter. This calculated
CSI takes the form of complex numbers, an · exp(jθn ), where an is the CSI
amplitude, θn is the phase, and n indicates the OFDM WiFi carrier index.
Each subcarrier of a given wireless link between a transmitter and a receiver
antenna pair (as denoted by Tx-Rx) generates a CSI complex number. Here we
would like to recall that the amplitude of each CSI number actually indicates
the signal attenuation after multi-path effect, which is similar to the Received
Signal Strength Indicator (RSSI, [10]).
CSI-based WiFi sensing, includes human behaviour monitoring, user profile
construction, localisation, object identification etc. These applications utilise the
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statistical features extracted from the CSI amplitude and phase information for
classification. In particular, statistical time-domain features like mean, variance,
and skewness, along with frequency-domain features like spectrogram and percentile frequency components are exploited together with pattern, model, or deep
learning-based models for classification.
2.2

Network Traffic Classification

In general, network traffic classification (NTC) aims at categorising the network
traffic into coarse categories, such as audio call, website interaction, buffered
video streaming, or the ones to/from specific websites or applications, such as
Facebook, Twitter and BitTorrent. The classified traffic information can then
be used for network management, Quality of Service (QoS), as well as other
malicious activity identification [9] [5] [6].
There are several methods for NTC [9]:
1.
2.
3.
4.

port-based;
deep packet inspection-based (DPI-based);
statistic-based;
behavioural-based.

Mostly, NTC relies on the packet source and destination for distinguishing the
data traffic, along with the underlying traffic duration, protocol type and packet
size. Thereafter, rule-based or model-based classifiers are applied.
2.3

Objective and Performance Metric

Specifically, this paper aims to distinguish the network traffic types of ping,
music streaming, buffered video streaming and live video streaming using the
CSI signatures collected between the client and the CSI extractor. Additionally,
we would like to identify the key CSI-based statistical parameters that help
in this classification. Lastly, we target to empirically characterise the role of
external environmental factors and the device-specific characteristics.
We propose to capture the temporal variation of CSI samples by a new metric
defined as:
X
F|H(f,t)| (x; f ) =
#(xlow < |H(f, t)| ≤ xup )
(1)
t

where F|H(f,t)| denotes the Probability Mass Function (PMF) of the amplitude
|H(f, t)| of CSI at a time instant t of subcarrier f , with #(L < |H(f, t)| ≤ U )
denoting the number of CSI frames that fall within the xth bin (xlow , xup ]. We
will investigate the number of prominent CSI amplitude bins, the value of each
bin along with their respective spread, and the robustness of the proposed metric
F|H(f,t)| for NTC.
As for continuous-valued CSI samples, it is unusual to have identical values,
we, therefore, find different modes by dividing the n obtained CSI amplitudes
into k bins. This histogram of the underlying CSI amplitudes is more commonly
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known as the probability mass function for the discrete values of CSI amplitudes
as defined respectively by the bin centres. Thus, now, the tallest bar in the Probability Mass Function (PMF) histogram yields the mode of the CSI amplitudes
for each subcarrier.

3

Experiment Setup

This section outlines the lab environment in which the experimented is conducted
and the hardware and software setup details.
3.1

Experiment Environment

The experiments are conducted in two different environments as listed in Table 1.
In each of the environments, experiments are conducted without human presence
to minimise the channel interference.
As shown in Figure 1, the setup in the computer lab mimics that of normal
user scenario with other WiFi devices and computers present, with the WiFi
router AP and client set up as shown, about 2.5m apart. The Tx and Rx of CSI
are about 0.5m from each other. During the experiment there is no change of
the physical environment in the lab, albeit interference from other WiFi signals
are still present.
For the setup in the chamber shown in Figure 2, there is no other device
present, and the chamber is metallically shielded to minimised interference from
outside. The Tx and Rx of CSI are set up about 1.5m apart. During the experiment there is no change in the physical environment of the chamber.

Table 1: Experiment Environment
Environment Characteristics
Computer Lab Reflects real-world scenario, where other
WiFi signals and devices are present
RF-shield
A more controlled, interference-free envichamber
ronment

3.2

Hardware and Software Details

The hardware devices used for the experiments are listed in Table 2. There
are two sets of Access Point(AP)/Client pairs used for the experiments, namely
Router AP/Wireless Adaptor pair, and the Raspberry Pi Hotspot AP and Raspberry Pi client pair, set up as shown in Figure 1 & 2.
As shown in Figure 3, CSI is collected using Raspberry Pi 4B with Nexmon CSI [8], an open-source customised firmware installed (the Pi acts as the
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Device
Name

Table 2: List of Experimental Hardware
Role
Specifications
Rx

Nexmon CSI customised firmware
installed, single antenna, supRaspberry
ports
CSI
measurement
of
Pi 4B
802.11a/g/n/ac WiFi
AP/
Ad-hoc 802.11n 2.4GHz WiFi @
Client(Tx)Channel 2, single antenna
TP-Link Out- AP
802.11n 2.4GHz 20MHz WiFi @
door CPE 210
Channel 2, single antenna
Netgear
Client(Tx)Single antenna 802.11a/b/n/ac
AC2100 WiFi
USB WiFi adaptor
Adaptor

Fig. 1: Lab Setup

Rx of CSI). Compared with the previously used Linux CSI Tool [3] that uses
an outdated Intel NIC 5300 network adaptor, where CSI is measured actively,
Nexmon CSI on Raspberry Pi allows for passive CSI collection. That is, CSI of
the channel between the Rx and the transmitter (Tx) is generated without the
Tx directly communicating with the Rx (Tx is connected to the WiFi router).
Nexmon CSI is written primarily in C, allowing for further changes as needed.
The transmitter used is a desktop with Netgear AC6100 USB WiFi adaptor,
which is connected to the WiFi router.
For the experiment, WiFi frames are generated by the desktop Tx with different kinds of network activities: ping, music streaming, buffered video streaming
and live video streaming. The CSI is then measured by the Rx and processed
to extract the PMF of each network traffic type. It should be noted that for the
PMF, only the data subcarriers (as defined in IEEE 802.11n) are plotted. Also,
for both PMF across subcarriers and the subcarrier-level PMF, the probability
value is normalised.
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Fig. 2: Chamber Setup

3.3

Network Traffic Generation

With the aforementioned experiment setup, several experiments are conducted
in both the computer lab and the RF-shielded chamber. Experiments are all conducted with minimal change in the environment (that is, no human presence, no
physical movement). Each experiment consists of several trials of different network activities at Tx: pinging from the terminal, music streaming using Spotify,
buffered video streaming on YouTube, and live video streaming using Twitch.
All the activities are pre-configured remotely, and each trial lasts from 5 minutes
to 30 minutes on a rolling basis (ping, Spotify, YouTube, Twitch, ping and so
on) For each type of network traffic, at least 10,000 CSI frames are measured
and analysed.

4

Experiment Results and Observations

This section presents the results that we collected and analysed, and is divided
into two subsections following two different experiment environments as listed
in Table 1.
4.1

Measurement and Observation Parameters

Table 3 summarises the experimental and data processing parameters for CSI
amplitude, following the process in Figure 3. The Hampel Filter Window Length
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Client (Tx)
Channel
Mea- CSI
sured

Network Traffic
AP
802.11n WiFi @
2.4GHz, Channel
MAC
2, BW=20MHz
Address
Filtering
CSI Amplitude
Raw CSI

Raspberry Pi (Rx)

Filtered CSI Amplitude
Extract PMF of
CSI Amplitude for
each Traffic Type

Outlier
Filtering using
Hampel Filter
PMFs for each
Traffic Type
across Subcarriers

Fig. 3: CSI Extraction Illustration

specifies the window length used for outlier filtering; PMF Number of Bins specifies the number of amplitude bins configured for PMF plots; Number of CSI
Frames indicates the number of CSI frames measured for each traffic type.

Table 3: CSI Amplitude Processing Parameters
Parameter
Value
Hampel Filter Window Length
11
PMF Number of Bins
75
Number of CSI Frames for Each Traffic Type >10000
Tx-Rx Distance (Lab)
≈0.5m
Tx-Rx Distance (Chamber)
≈1.5m

We choose the Probability Mass Function to statistically analyse the CSI
amplitude, which allows the visualisation of the statistical features of the CSI
amplitude, such as mean, variance, the number of clusters, and the location of
clusters. Further, we can utilise a combined PMF across all the subcarriers to
identify the commonly present trend in the CSI amplitude statistics. Also, in one
particular experiment, we used two Raspberry Pi Rxs to measure the CSI while
recording the CPU core temperature of each of them. This provides a possible
cause for the differences in the CSI signature for different traffic types.
It can be observed that the change of CSI amplitude is relatively negligible
over time, whereas the CSI amplitude varies more pronounced across subcarriers,
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as shown in Figure 4. This indicates the relatively small change of CSI amplitude
over time, justifying our choice to examine the CSI frames.
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Fig. 4: CSI Amplitude Variance Across Time and Subcarrier

For each data type, as shown in Figure 3, the CSI amplitudes are recorded
and filtered for outliers. The CSI amplitude consists of all the CSI frames of the
same data type for each experiment, and are sorted in the relative time order,
consisting of 48 data subcarriers, as shown in Figure 5(a). Then, the PMF of
all the data subcarriers is calculated and analysed, and put into a density plot,
shown in Figure 5(b), which comprises the PMF of the subcarriers corresponding
to Figure 5(a). The PMF across subcarriers visualises the statistical features
of CSI amplitude across time, such as the number of prominent CSI amplitude
bins, the location of bins, and the relative prominence of bins. For more detailed,
subcarrier-level analysis, the PMF of each subcarrier, for example, the PMF of
subcarrier 5, as shown in Figure 5(c), are presented and analysed. The patterns
and features of the PMF will be discussed in details in Section 4.3.
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Observations from Lab Experiments

As listed in Figure 1, for this experiment carried out in the computer lab, we
use a TP-Link WiFi router as the AP, a workstation with a wireless adaptor
as the client for internet activities and as the Tx for CSI, and a Raspberry Pi
as the Rx for CSI measurement. The client (Tx) generates network traffic and
sends wireless packets for Ping, Spotify, YouTube and Twitch traffic. For the
experiments carried out in the computer lab, there are two different sets of AP
and client (Tx) used to ensure the remove possible device dependencies, as listed
in Table 2, to ensure the applicability of the traffic classification across hardware
devices.

Workstation as Client, Router as AP The first AP and client pair is the
workstation with a wireless adaptor as the client, whereas a WiFi router is used
as the AP. It can be observed in Figure 6 that, firstly, the CSI amplitude of
ping resembles that of the Spotify, whereas YouTube and Twitch share more
similarities. In particular, for subcarrier -28 of both Ping and Spotify have the
most likely amplitude value of 1050, while for YouTube and Twitch are located
around 950 amplitude bin at subcarrier -28. Regardless of the probability of particular CSI amplitude, the amplitude versus subcarrier trend is very similar for
Ping and Spotify, or for Twitch and YouTube. For the lower subcarrier indices,
the probabilities are the least for the lower amplitude values for ping, whereas
the higher amplitudes of Spotify have lower probability.
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Fig. 6: Lab Experiment Workstation/Router PMFs across Subcarriers

Network Traffic Classification Using WiFi Sensing

11

Raspberry Pi Ad-Hoc Network Similarly, the same experiment is repeated
with the Raspberry Pi Ad-Hoc AP/client pair. However, Spotify is not supported
on Raspberry Pi, so it is not tested. Following the same procedure as outlined
in Figure 3, the PMFs across subcarriers are generated for Ping, YouTube, and
Twitch.
As the traffic types are not very distinguishable on the PMFs across subcarriers, shown in Figure 7, the PMFs of subcarrier -10 are shown in Figure 8.
It can be observed that for Ping traffic the CSI amplitude is spread relatively
evenly at two levels; for YouTube, the CSI amplitudes concentrate mainly at
three levels, while for Twitch there are only two main CSI amplitude clusters.
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Fig. 7: Lab Experiment Raspberry Pi Ad-Hoc PMFs across Subcarriers

Fig. 8: Lab Experiment Raspberry Pi Ad-Hoc PMFs for Subcarrier -10

4.3

Interference-Free NTC Performance inside Chamber

As stated in Section 3.1, the experiment is also conducted in an RF-shielded
chamber.
Results It can be observed that Spotify and YouTube share similar CSI amplitude PMF shape, while Twitch and Ping are more uniquely distinguishable
with the shape of the dominant CSI amplitude bins.
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Fig. 9: Chamber Experiment Workstation/Router PMFs across Subcarriers

Temperature The CPU core temperature of the Raspberry Pi Rx is also
recorded using the vcgencmd measure temp utility for all the traffic types. For
this experiment, two Raspberry Pi Rxs are used to measure CSI simultaneously,
and as shown in Figure 10.
Although the temperature measurement precision with the vcgencmd measure temp utility is to 1 degree Celsius, this measurement could still be insightful
nonetheless. It is speculated that the device temperature varies as the rate of
receiving CSI frames change (Generally Twitch traffic generates the most number of frame, followed by YouTube/Ping, and Spotify has the least), hence the
slight variation in the measured CSI. Additionally, due to possible ventilation
and cooling differences, the Raspberry Pi Rx devices might experience different
CPU temperatures for CSI measurement. This observation could lead to further
investigations into the relationship between the status and the characteristics of
the CSI measurement device and CSI signatures.
4.4

Performance Comparison

We would like to conclude with comparing the characteristics of the traffic types
with different hardware setups as described in Section 4.2 and 4.3. It can be seen
from Figure 6 that for the workstation/router setup, there is only one prominent
amplitude bin on Ping and Twitch PMF across subcarriers, and two prominent
amplitude bins for Spotify and YouTube. Whereas in Figure 7 for Pi Ad-Hoc
setup, all three traffic types have two prominent bins and the differences between
different traffic types are more subtle, as shown in Figure 8. It is speculated that
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Fig. 10: Measured Rx CPU Temperature Mean

different devices have different performance in term of traffic classification, and
in this case, the workstation/router setup traffic is more distinctive.
Next, for different experimental environments, namely in the lab and the
chamber, as shown in Figure 1 and 2, we compare the relative NTC performance as respectively plotted in Figure 6 and 9. It can be observed that the
NTC performance between different traffic types is more visible in the case of
chamber, as compared to the lab scenario, because the former is more immune
to interference and possible environmental changes.

5

Conclusion

In conclusion, we have introduced a new metric for CSI signature analysis,
namely the PMF, and used it for NTC applications. In particular, we collected
CSI for different network traffic in different environments, i.e. a computer lab
and an isolated RF-chamber. Our experimental observations corroborated the
fact that CSI could be used for NTC. We also noted the similarities between
different network traffics, such as that of Spotify and YouTube in Figure 9, and
that of YouTube and Twitch in Figure 6. It is possible that the classification
performance might be better in the chamber than in the lab, and the network
traffic of workstation/router pair is more easily distinguishable than Raspberry
Pi pair. However, this requires further verification. During our experiment, we
also noted device temperature as a possible cause for the difference in the CSI
signature.
For future works, several aspects could be examined: the relationship between
the CSI frame rate, device temperature and the CSI signature; the probability
of combining our methods with existing NTC methods; evaluate the CSI-based
NTC performance while trying to classify network traffic of multiple devices at
once; the CSI signature difference of more subtle differences in the data traffic,
such as video type, music type rather than that of different applications, which
leads to privacy, secrecy, security applications.
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